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Fog computing faces threats that pose security and privacy challenges to users. Despite the many
advantages that cloud computing has, it has many disadvantages and problems that can be partially
covered by applying fog computing and its advantages such as increasing security and reducing
bandwidth, and reducing network latency. Using the various advantages and features of fog
computing, fog computing can be considered a suitable platform for IoT applications and services.
Despite all of the above, fog calculations face security issues, threats, and privacy challenges. In this
paper, we proposed two new schemes on ABE schemes. New schemes called CP-ABE-AA and KP-ABE-
AA are based on CP-ABE and KP-ABE. New schemes have more secure steps and anonymous timed
communications. In the communication stage, the server and the user each apply for registration to
the RC separately. This request can be at any time and in general. On these schemes, we have more
secured communication with timed and anonymous knowing between servers and users. the two
schemes are faster than all schemes in key generation, encryption, and decryption in ABE types. CP-
ABE-AA in comparison to 5 schemes average for key generation shows less time (5.48%) but in
encryption shows more time, 11.28%, at last in decryption again shows less time, 11.33%. Also, KP-
ABE-AA in comparison to 2 other schemes average for key generation shows more time (17.31%) but
encryption and decryption show fewer times, 17.31% and 9.57%. so, we can say these new schemes
are almost fast in some areas and they are more secure too.
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Introduction

In 2014, Cisco introduced a concept called Fog
Computing. This concept, which includes fog nodes, can be
defined as a layer between the cloud and end users. Fog
nodes are actually network components that have
computational capabilities. In addition to network activities
such as sending packets, routing, switching, etc., fog nodes
have the ability to perform computational tasks. In cases
where transaction time is of particular importance, these
nodes, as one of the computationally capable components,
play a greater role than other members of the network. On
the other hand, the networking capabilities of fog nodes are
more important in computational activities. Therefore, a
cooperation structure between fog nodes is needed to allow
users to privatize. This privatization should be tailored to
the needs of the users. Previous research has addressed
many features of fog nodes, but the cooperation structure of
these nodes needs to be re-examined. Fog nodes can include

hundreds of routers, switches, and the like.

Attribute-Based Encryption (ABE) known technology
that guarantees privacy to users. In ABE systems, the
problem of time required for encryption and decryption
must be considered. Many articles have discussed how to
encrypt based on data properties, and in this study, we are
looking for a mechanism for encryption and decryption
more confidential [2]. The main difference between cloud
computing and fog computing is the layer between cloud
servers and the Internet of Things. Because of this, fog
technology may be available for complex attacks, which in

turn requires a stronger cryptographic system[¥] .

ABE is promising basic cryptography to control fine-
grained access to distributed data. There is a deposit is an
inherent key in the ABE system. The curious key generation
center in that construction has the power to decrypt any
password. We find that many existing ABE designs suffer
from key deposit problems depending on their single-key
power. Key Generation Center and Feature Authority. This
proposal divides the user's key issuance power into two

parties .

In this article, we present schemes in data encryption
based on data outsourcing in systems and Key-Policy
Attribute-Based Encryption (KP-ABE) and Ciphertext-Policy
Attribute-Based Encryption (CP-ABE) based on fog
computing. In these proposed schemes we will focus on
time and security. We are looking for better timing in key
generation, encryption, and decryption. We'll use
Registration Center (RC) for anonymous authentication. We
propose schemes for key issuance architecture that solves
the key deposit problem mentioned earlier. In these
schemes’ construction, the key generation center and
authority feature this issue of different parts of the secret
key components for users through a two-party secure
computing scheme so that none of them can determine the
full set of keys of users individually he does. We
demonstrate how the proposed key issuance scheme can be
applied in the existing ABE scheme and solve the key

deposit problem.

In this article, next we discust consepts that we use
several times and must be known. In section 4 we intridoce

Yo

related works as base of proposed schemes. In section 5
proposed schemes are introduce, they are two schemes
which we named them as KP-ABE-AA and CP-ABE-AA. We
discuse security analysis of proposed schemes for the safty
behavior they have. It is important to ensure them security
in known attacks. We simulate proposed porotocols and
compare them with some famous protecols in timing in the
7th section. At last we canclue all subject and informations

about what it done.

Cosepts

This research needs to explain the following six
concepts:

RC

The registration center is a reference that provides user
and cloud service provider information to the system.

Cloud Service Providers (CSPs)

They are responsible for running and maintaining
software programs, operating systems, and computing

resources.

Bilinear Maps (BM)
Here are some rules for mapping Bilinear Maps to
groups:

If G1 and G2 are two polycyclic groups of groups of
order p. g is the construct of G1 and e is a two-way function

mapping as follows:
e:G1xG2 - G2
Then the following rules apply in e:

Bilinearity: For all
e(u”a,v*b)=e[(uv))*ab

u,veG_land ab€Z p we have

Non-degeneration: e (g, g) # 1

We say that G1 is a two-way group if the group
operators in G1 and the BM (e:G1xG2 - G2) are both
perfectly computable. Note that the mapping e is symmetric,

because:

e(g"a,g"b)=e[(gg)] ab=e(g"b,g"a)

Access tree

An access control tree is used to define access control in
attribute-based cryptographic systems. The access tree is
defined as follows:

Suppose T is a tree that represents an access structure.
Each non-leaf node of this state is a threshold gate. This
node is described by its children and a value of Kx. If numx
is the number of children in node x and Kx is the threshold

value of this node, then:

0>K_x<num_x
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It is clear that if Kx = 1 then the threshold gate is an OR
and when Kx = numx, the threshold gate will be an AND[5] .

KP-ABE

Encryption is the basic public key for one-to-many
communications. In KP-ABE, data is defined with attributes,
each of which is a public key component. The encoder
encrypts a set of message-related features by matching the
public key components. In this system, each user's key
depends on an access tree structure in which the leaves
have the same properties. A user can decrypt text if the
attributes of the encrypted text in the access tree in his key

applylol] .

CP-ABE

In the CP-ABE schema, the user's private key is
associated with an arbitrary number of descriptive features.
On the other hand, when a user encrypts text, it specifies an
access structure based on its attributes. The decoder can
only open encrypted text if its properties apply to the
encrypted text access tree. The password with the
encrypted text policy is quite similar to the password with
the key policy, except that the access tree is encrypted in

the text and the attributes are in the key of each user. [5].

Related works

Fog nodes are much closer to the end-users than the
cloud structure, and some of the behaviors and tasks of
cloud systems are similar in these nodes. [6] ABE
(Attribute-Based Encryption) is a scalable and flexible
encryption scheme that allows good access control. ABE
was first introduced by Sahay and Waters as a new scheme
for fuzzy identity-based encryption. [7, 8] ABE has two
schemes for encryption: KP-ABE (Key-Policy ABE) [9] and
CP-ABE (Ciphertext Policy) [10]. It works so well that it

controls access to many [oT applications[\ V-V F]

For the first time, Yu et al. [12] introduced a good access
control scheme for wireless network sensors, and they
chose KP-ABE to protect data. CP-ABE is also one of the best
ways to manage cryptographic access, first proposed by

Betancourt et al.[V¢] .

In contrast to KP-ABE, CP-ABE is much more suitable
for controlling access in the IoT, due to how the
cryptographic policy is expressed. Hu et al. [13] designed a
communication schema for secure data that works between
wearable sensors under CP-ABE management on the body's
wireless networks. The clients of this project are doctors
and nurses. Jiang et al. [14] used a CP-ABE schema against
key misuse in fog calculations. Yeh et al. [15] developed a
well-designed health information access control framework,
which is used in cloud networks and for lightweight IoT
devices. However, the biggest significant obstacle for ABE to
use in fog calculations is the computational cost in the
encryption and decryption phases, the time complexity of

which is linear depending on the scheme used.

Fog nodes are at the edge of the cloud and closer to the
end-users. These are the best agents for

outsourcing [17, 18] that can be allocated in heavy
computing to reduce computational overhead. Overhead is
a computational overhead that is negligible on IoT devices.

\

The main solution of this scheme is to generalize the CP-
ABE encryption and decryption phase calculations to
network nodes, by which 1oT devices are forced to manage

the consumption factors to the network nodes[Ya-Y¥] .

Lunis et al. [21] designed a cloud-based architecture
that is medical for WSNs (Wireless Sensor Networks).
Sensor nodes outsource encryption operations to secure
interfaces, encrypting data based on CP-ABE before sending
it to the cloud. This solution requires full trust to be able to
encrypt the data, so this solution is not practical in terms of

computational outsourcing.

Zoe et al. [22] designed an ABE schema that can
outsource decryption operations in fog calculations. Yang et
al. [23] introduced you in a way that works with low
computational overhead for the IoT health system. They
introduced a quasi-secure system for the computing center
that performed most of the heavy computing in the
encryption phase. Based on the ABE schema for IoT, Yang et
al. [24] identified two dual clouds that could outsource
computational cloud encryption. This operation was a bit
costly. However, the listed schemes can only support
encryption or decryption outsourcing. Almost all ABE
generation of schemes, research focus just on time; times of
key generation, encryption, and decryption. We have done
the same and produce good results, in the implementation
section we’ll check that. Also, in this article, we would focus

on security and key generation practically.

Scheme in [31], the private key is associated with the set
of attributes for encryption and decryption purposes for
using. The proposed scheme [32] also allows a user to
access the secure data stored in the blocks into the
blockchain using the CP-ABE scheme. in [33], authores
propose an original hybrid cloud multi-authority
ciphertext-policy attribute-based encryption (HCMACP-
ABE) scheme. They utilize the LSSS (Linear Secret-Sharing

Schemes) access structure to realize secure access control.

Proposed schemes

ABE allows the encoder to more generally specify the
persons allowed to decrypt. In an Attribute-based
encryption system, user keys and encrypted texts are
labeled with a set of descriptive features. In these schemes,
a special key can open a special encrypted text, if there is a
match between the properties of the unencrypted text and
the user key, in the access-based access control, access
control decision based on the features taken from the
requester, services, Its resources, and environment. Next,
we’ll introduce two new models on ABE and KP/CP-ABE.
Each one has three phases.

KP-ABE-AA1 scheme

In attribute-based cryptography with a key policy with
anonymous authentication, we upgrade the KP-ABE scheme
and introduce the KP-ABE-AA model, which consists of
three phases:

Setup

1 Key-Policy Attribute-Based Encryption Anonymous
Authentication
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In this algorithm, the cloud service provider CSPs and
the user first register in the registration center and receive
aliases, encryption functions, and other security
information. The important point in this process, first the
user must select an image from several images. This photo
plays a key role in the registration process and the selection
of private, public, and session keys. Another point is to use
the time parameter t. Time t is a number between m and n.
This parameter determines the validity period of the key.

Encryption

The first difference with the KP-ABE algorithm is that in
building the T-tree section, user/node aliases are used. To
do this, users, who can be any smart and intelligent device,
first open an account through a registration center, and
then as much as time t is specified in RC, two-way
communication between the user and the server can be
established after the time is up. The server and user are
required to obtain a new alias. The time interval t can be m
to n seconds. This number is selected randomly at the
beginning of the nickname.

MEC Server
secure channel

public channel

Figure 1: Scheme of how users receive the name

The user registers at the center and can then interact
with cloud/fog systems. Cloud/fog systems will identify
users by their virtual names based on information received
from the RC, and from then they will be in direct contact
with users, the nickname identifies the user. Also, the
servers are registered in the registration center, and this is
another step towards more security. The proposed scheme
is also designed to make the user anonymous and
uncontrollable, allowing a registered mobile user to access
multiple MEC servers with a single registration. Besides,
cross-authentication between the user and the MEC server
requires only one unit of message exchange per time, as
long as t time, and is as valid as that time. The proposed
architecture also provides other security services, such as
privacy, confidentiality, mutual authentication, and no
tracking. The system is secure and resistant to known
attacks of repetition, middle man, eavesdropping, forgery,
etc., like conventional schemes. Securing the data in the
cloud/fog using appropriate technology and the KP-ABE
algorithm are other issues considered in this research.

In short, if time t is still valid, encryption is performed in
full based on the security data sent by the RC. If time t has
lost its validity, the start-up algorithm is repeated except for
image selection. The user selects an image only once.

Decryption

Yy

The information is decrypted according to the access
tree and public and private keys and other security
information.

CP-ABE-AA scheme

In the attribute-based encryption diagram with an
anonymous authentication encrypted text policy, we
upgrade the CP-ABE scheme and introduce the CP-ABE-AA
model, which consists of three algorithms:

Setup

Like the KP-ABE-AA algorithm, this algorithm first
registers the CSPs cloud service provider and the user at the
RC Registration Center and receives the aliases, encryption
function, and other security information. Other
explanations are the image selection and time t sections,
such as the KP-ABE-AA algorithm startup section.

Encryption

Like the CP-ABE algorithm, with the difference that in
the T tree construction section, like the KP-ABE-AA
algorithm, user/node aliases are used. Other explanations
of the KP-ABE-AA encryption section in this algorithm are
also used to build the tree. And the connection between
network components applies.

Also, as we declare in Encryption phase if time t is still
valid, such as encryption of the KP-ABE-AA algorithm,
encryption is performed in full based on the security data
sent by the RC.

Decryption

Like the CP-ABE algorithm, so in general, it can be said
that having a licensed production center can implement this
system for IoT.

In the proposed schemas, for license of connection
shcemas work with the registration center before
contacting the license generation center. This registration
center will introduce them to the license generation center.
In fact, according to the access tree and public and private
keys, and other security information, the information is
decrypted.

A formal model of the registration scheme

In this model and to describe it, we will use the
following table.

Table 1:Symbols used in this paper

Addition and
multiplication | Hy, H, | Useri, Serverj | U;, SP;
functions
Us.er ID" and ID;,S; | Hi Generator P
private key
Sequence Messages
qau | used during | Z,K,,Cy,D;
continued R
authentication
Private key s
Server ID ID; and public key | S, Ppup
Ppub
. . Cloud
Registration | pe | provider CSP,
Center .
Service
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User Cloud
assword PW; Provider SID;
p Service ID
The main RC . s User-selected
s%, 81 . . X;
key image i
. function X-
function hash | h() Hashing H(.)
Decryption Encryption
function Dec(.) function Enc()
Bilinear
Session key SK pairing E(..)
function
Time
threshold TA Time steps ti, ty, b3, ty, t
range
Time t XOR function D

The following happens during the registration phase:

1- Registering of CSPs through a secure channel

a. The cloud service provider (CSP)
selects I1D;

b.  CSP sends ID; to RC

c. RC gets values from CSP. It is
consists of two parts:

i. RC receives ID; from CSP
and calculates  SID; =
h(1D;||s™)

ii. SID;and the random value
of t (an integer between m
and n seconds) stores in
RC

d. RCsends SID; and t to CSP

e. CSP gets values from RC. It is
consists of two parts:

i. CSP receives SID; and t
from RC

ii. CSP stores SID; and t

2- User registration through a secure channel

a. User ID; selects PW;, X; and CSPs
name

b. User ID; sends PW;, X; and CSPs
name to RC

c.  RC receives and calculate the values
of user. It is consists of four parts:

i. RC receives the identifier
from the user (ID; and PW;
and CSPs names) and
calculates this value R =
h(ID;||PW)) ® s°

YA

ii. The value of R is stored in
RC concerning ID;

iii. RC calculates the value
U; = h(IDy]|s™)

iv. RC stores the values R, s *,
H (), h (), Enc(.), Dec (.), E
(+-) And t (from the server
registration step) as secret
information

d. RC sends series information and
SID; to the user

e. User side gets information and does
a calculate and saves. It is consists of
two parts:

i. The user receives the
series information and
SID; from the RC and
calculates the following
value and stores it in the
fog device in secret
G; = h(R||H(X);)

ii. The device now contains
the values R, G;, s *, H (), h
(), Enc (), Dec (), E (.)
And tand SID;

f.  RCsends Uito CSPs

g.  CSPs receive the Ui from the RC and
store it in CSPs

3- Authentication and entry phase:

a. Calculating and checking
parameters. This step consists of 10
sections:

i. The wuser ID; enters the
value PW; in the fog
machine and re-selects the
image he/she selected
during the registration
step from among the n
images displayed

ii. h(D;||PW;) ®s* =R*

iii. isR*=?R

iv. h(RIIH(X)) = G}

v. isG; =?G}

vi. X, = h(ID;||s*) @ SID;
vil. X, = h(ID;||H (X))
viii. B = Encpx,)(X2)

ix. Ist>?t"

b. The mobile user sends B and Xz to
CSP

c.  CSP receives values (B and Xz) from
the user and calculates the following
values:

i t,—t; AT
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ii. X{=U;®SID;

iii. X; = Encpun(B)
iv. X;=?X,

v. Z; = h(X{||B)

Vi, Z = Ency(y; p)(Z1)

vil.  Z3 = h(Z1]1Z;]|ts)

viii. The key to the session is

CSP sends the values Z1, Z2, Z3 to the
user

e. The user receives the values from
the CSP (Z1, Z2, Z3) and calculates the
following values:

i t,—t, SAT

ii. Zy= Dech(x;‘”B)(Zz)

ii. z; =22,

v, Z3 = h(Z4|Z2]]t5)

v. Z3=?Z3

vi. The key to the session is

Carefully in the eighth part c and the sixth part e, we see
that the two sides of the connection have reached a
common key. This confirms the correctness of the
performance of formal relationships. This connection will

be as long as t seconds.

Security analysis of proposed schemes

Mutual authentication: Only registered users and MEC
servers are allowed in the MEC environment and can verify
each other's legality by implementing the scheme .

Session Key Agreement: Successful implementation of
the scheme creates a shared session key shared by the
mobile user and the MEC server for further communication,
while other users, including RC, are unable to receive key
session information.

Discussed layer: The session key is exchanged and
verified in the session layer. On the other hand, information
exchange, encryption, and decryption take place in the
transmission layer.

The anonymity of the user: The mobile user must be
anonymous to others except for direct access via RC and
indirectly with the MEC server. Neither party can identify
the user from the intercepted messages.

No tracking: Except for access to a specific MEC server,
not every user in this system can obtain the activities and

behavioral patterns of a user from the intercepted messages.

Complete confidentiality forward: it is impossible for
the other party to find anything about the key of the
meeting in the previous meeting except the part related to
him, even if he has short-term secret keys (time-dependent
t) of both participants in a secure connection To know.

Y4

SSO1 function: To benefit from the services of multiple
MEC servers, the mobile user only needs to register in the
RC once.

Online RC: RC must be online all the time, ie after
obtaining private keys, the user and the MEC server can
achieve mutual authentication without the help of RC. In
practice, the two sides of the connection must be
independent, but due to the time t of the connection, the RC
must be online.

Resistance to various attacks: The proposed scheme
should resist attacks such as forgery, authentication, middle
man, and so on.

Simulation

We implement our CP-ABE-AA and KP-ABE-AA schemes
in Rust which are installed on Ubuntu 20 as OS. Rust is a
multi-paradigm programming language designed for
performance and security concurrency. Rust is syntactically
similar to C++. In this phase, we calculate the time of run of
the proposed scheme with some other basic schemes that
had so many cite on them. There are lots of schemes in CP-
ABE and KP-ABE. With these selected schemes we can
compare our scheme with so many schemes that compared
with them. In CP-ABE we implemented these schemes:

- BDABE[va]
- AC17[vs]

- AW11[yv]
- BSWI[¥Al

- MKE08[va]

And for KP-ABE we implemented these 2 schemes:

- AC17[vs]
- LSWIy-]
(a) Key generation
4
3.5
3
s
£ 5
w
E 15
£
1
0.5
i o 20 40 60 BD 100
Mumber of attributes
—a— BDABE AC17 AW11 BSW  —ge—=MKEDES ——g—COurs

Figure 3: Ciphertext-policy attribute-based encryption
time for key generation.

1 Single sign-on (SSO)

120



Hafiz Soltani Scientific Journal of Research Studies in Future Engineering Sciences, May 2023, Vol. 1, No. 1, pp. 1-12
Figure 7: Key-policy attribute-based encryption time for
(b) Encryption encryption.
7
6
w 5 -
%4 (c) Decryption
g3 14
=2 12
1 o 1
v
0 c DB
0 20 40 60 80 100 120 é 0.6
Number of attributes 04
) 0.2 &=
—e— BDABE ACLT AW11 BSW —e—MKEOE —e—Ours -
0 20 40 50 80 100 120

Figure 4: Ciphertext-policy attribute-based encryption
time for encryption.

(c) Decryption

w

P
in

v 2
£ 15
v
s rrﬁ

0.5

o 20 40 &0 BO 100 120
Number of attributes
—e— GDABE ACLY AW1l BSW —g—MKEOE —g—COurs

Figure 5: Ciphertext-policy attribute-based encryption
time for decryption.

(a) Key generation

Number of attributes

—e—ACLT7 LSW Ours

Figure 8: Key-policy attribute-based encryption time for
decryption.

In these charts, we can see the different percentages of
time in a competition of CP-ABE-AA and KP-ABE-AA. CP-
ABE-AA shows for BDABE and MKEO08, key generation time
was shorter but encryption and decryption were longer. For
AC17 decryption was shorter but 2 other measures were
longer. For AW11 we see longer time on key generation and
better time in the other two measures. For BSW, in all
measures, we see better timing. KP-ABE-AA was faster in
decryption than BSW and longer timing in key generation
and encryption but it was better in all measures than LSW.

Table 2: CP-ABE-AA

class BDABE AC17 AW11 BSW MKEO08
35
3 Key
. -12.3095 | 29.58766 12.43763 -21.272 | -35.8522
o 25 generation
£ 2 Encryption | 43.19816 | 71.31318 -22.0199 | -53.0214 | 16.97018
L 15
o Decryption | 12.64471 | -34.8203 -51.4891 -8.9102 | 24.41337
0.5
o 20 40 60 BO 100 120 Table 3: KP-ABE-AA
Number of attributes
class BSW LSW
—e—ACL7 LSW Ours
. . . i i Key generation | 45.69453 | -11.0777
Figure 6: Key-policy attribute-based encryption time for key
generation. Encryption | 13.13456 | -32.2669
Decryption | -17.7813 | -25.7437
(b) Encryption
, We have so many connections and calculated as
. proposed schemes compare to other schemes but still, our
s scheme is in average timing comparing to other schemes
E . and it is better in some (Fig. 3-5, Fig. 6-8).
v 3
Fa Conclusion
1 = -
R L In this paper, we have a review of KP-ABE and CP-ABE
0 20 40 60 80 100 120 schemes. We have already defined the ABE algorithm and

Number of attributes

—e—ACL7 LSW Qurs

the access tree. Next, we defined the two new algorithms
KP-ABE-AA and CP-ABE-AA in such a way that in the new
definitions, servers and users register using an RC and then
their nicknames to build the access tree. The whole work
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consists of two phases, which in general, this registration
must have taken place before the exchange of
communication. Access to The key to the session reminds
until a specific time after that user must register
himself/herself again. To do this, first, open an account, and
then as long as time t, two-way communication between the
user and the server can be established, after the end of the
server and user time are required to receive a new
nickname. Also like CP-ABE and KP-ABE algorithms, KP-
ABE-AA and CP-ABE-AA algorithms we have to build the
tree. The proposed schemes are designed to make the user
anonymous and uncontrollable, allowing a registered
mobile user to access multiple MEC servers with a single
registration. In short, our schemes are more safe then all
examined schemes, also, in some aim they were better in
timing and in some worst but in average they are better
overall. Communication in a discrete channel with unknown
noise is our next goal to reach for better safty.
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